BO CONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH LANG SON Doc 1ap — Tu do — Hanh phiic

Sb: 9386CAT-ANM Lang Son, ngay0?2 thanglOnam 2026
V/v Canh bao thu doan sur dung
khong gian mang thyc hién hanh vi
cuong doat tai san

Kinh gui:
- Céc s¢, ban, nganh, doan thé trén dja ban tinh Lang Son,;
- Mt tran t6 qudc, B4o va Phét thanh, truyén hinh tinh;
- Ngan hang Nha nudc khu vuc V (khu vuc Lang Son);
- Bang uy, UBND x3a, phuong tinh Lang Son;
- Doanh nghiép vién thong.

Thoi gian gan day, nhiéu cong dan trén dia ban tinh Lang Son nhan dugc tin
nhén, cudc g01 tir cac ddi tuong ty xung 1a “tham tir tuw” dugc chi dinh dé diéu tra,
theo d&i va hién dang ndm gitt nhidu bang ching hinh anh, video, thong tin doi tu
nhay cam vé cong dan d6. Cac ddi twong de doa s& phat tan cac thong tin trén cho
ngudi khac néu nan nhan khong tra tién dé giai quyét. Tuy nhién, sau khi nhan duoc
tién tir nan nhan, cac d6i tuong sé tiép tuc dua ra yéu cAu méi, de doa va gay suc €p,
budc nan nhan chuyén tién nhiéu 1an dén khi nan nhan phat hién ban than da bi lira
hozc khong con kha ning dé chuyén tién.

Pay 14 thi doan tdi pham hét sire tinh vi va nguy hiém, loi dung khong gian
mang nham thuc hién hanh vi cudng doat tai san. Cac ddi tuong str dung cong nghé
(AI, Deepfake...) dé chinh sira, ghép khuon mat nan nhan vao céac hinh anh, video
clip nhay cam, ddi truy, sau dé sir dung SIM rac dé giri tin nhan cho nan nhan dé
uy hiép, de doa va yéu cau chuyén tién. Pang cht ¥, cac ddi tuong thuong nham
dén nhirng ngudi co chite vu, uy tin, diéu kién kinh té hodc ¢6 cac mbi quan hé xa
hoi nhay cam, phirc tap dé tao ap luc, thao tang tim 1y, budc nan nhan phai chuyén
tién theo yéu cau. Tinh hinh trén da gdy btc xtc trong nhan dan, anh huong x4u
dén tinh hinh an ninh trat tu trén dia ban.

Pé nang cao nhén thirc, tinh than canh giac cho quan ching nhan dan, gop
phan phong ngira, ngan chin va phéi hop dau tranh c6 hiéu qua véi loai tdi pham
trén, Cong an tinh Lang Son d& nghi:

Mot la, Tha truéng cac ban, s, nganh, co quan, don vi, UBND cac xa,
phuong quan tam chi dao, t6 chirc tuyén truyén, pho bién ndi dung canh bao trén dén
can bd, cong chirc, vién chirc, nguoi lao dong va quan chung nhan dan bang hinh
thirc phu hop.
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Hai 13, Nang cao ¥ thirc ty bao vé ban than trén khong gian mang bang cach
han ché cong khai thong tin ¢4 nhan, gia dinh, noi ¢, noi lam viéc, lich trinh, céac mdi
quan hé xa hoi, hinh anh va cac thong tin doi tu trén mang xa hoi. Khong cung cap
tuy ti€n can cudc cong dan, thong tin tai khoan ngan hang, ma OTP, mat khau, hinh
anh, video hodc tai li€u riéng tu cho ngudi khong rdo danh tinh, muc dich.

Ba 1a, Khi bi de doa phat tan hinh anh, video, thong tin c4 nhin dé yéu cau
chuyén tién, can tuyét dbi gitr binh tinh, khong thuc hién chuyén tién hoic lam theo
cac yéu cau khac cua ddi tuong (nhue: cung cdp thém théng tin cd nhdn, hinh anh,
video hodc tai liéu riéng tw...); thu thap bang ching (chup man hinh, leu gi tin
nhdn, s6 dién thoqi, tai khodn mang xd hoi, email, hinh anh, video, ngi dung trao doi
va théng tin tai khodn nhdn tién) va lién hé co quan Cong an noi gan nhat hoic Phong
An ninh mang, Cong an tinh Lang Son dé dugc hd tro giai quyét kip thoi.

Bon 13, Bé nghi Ban Tuyén gido Tinh ty, S& Vian hoa, Thé thao va Du lich
tinh Lang Son chi dao cic co quan thong tan, bao chi, phat thanh truyén hinh trén
dia ban ting cudng phdi hop ding tai tin, bai trén cac phuong tién thong tin dai
chiing, pho bién, chia sé trén cac trang mang xa hoi vé phuong thirc, tha doan cua
cac dbi tuong sur dung khong gian mang thuc hién hanh vi chiém doat tai san va bién
phap phong tranh, xu ly.

Nim 13, Pé nghi Ngan hang Nha nudc chi dao cic Ngan hang thuong mai,
o phan trén dia ban ting cudng canh bao thu doan cta céc loai toi pham dén ngudi
dan khi tham gia cac giao dich chuyén tién, tao lap, dang ky tai khoan ngan hang.
Pong thoi tich cuc, phdi hop thuong xuyén, hiéu qua, linh hoat, kip thoi voi luc
luong Cong an trong qua trinh xac minh, diéu tra, xir 1y lién quan dén tdi pham sir
dung khong gian mang thyc hién hanh vi chiém doat tai san.

Cong an tinh Lang Son tran trong dé nghi cac co quan, don vi quan tim phdi
hop thuc hién./.

Noi nhdn: KT. GIAM DOC
- Nhu trén (Phéi hop); __PHO GIAM POC
- B/c Giam dbc CAT (bdo céo); N

- Céc B/c Pho giam ddc (Phéi hop chi dao);
- Phong TM, Phong CTB&CTCT;

- Luu: VT, AMN.
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Thwong ta Nguyén Hiru Pirc
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